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Why GenAl's Future Depends on loT:
The Real-World Data Imperative

&

The GenAl Limitation:

Current GenAl trained on
internet text and images
Lacks understanding of the

physical world

Cannot learn from real-world
cause and effect

Limited to human-documented
knowledge

[\

loT: The Missing Piece:

Real-World Sensors:
Temperature, pressure,
vibration, motion, sound
Continuous Learning: 24/7 data
streams from actual operations
Physical Feedback Loops:
Actions = Results - Learning
Multimodal Reality: Combining

text, images, sensor data, and
outcomes

&

The Transformation:

Before loT: GenAl guesses based
on training data

With loT: GenAl learns from real-
world physics and operations
Result: Al that truly understands
how the world works
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AWS: Where GenAl Meets the Physical World

@ Ingest

The Complete AloT Workflow

% Process

Secure device connectivity
and real-world data
collection

@ Deploy

Real-time edge processing
and intelligent filtering

O
Structured data \

foundation for Al
consumption

Eﬂo\ Analyze

Al models at the edge
for autonomous physical
operations

Continuous model
improvement
from real-world feedback
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Pattern recognition across
physical and digital
domains

Why AWS
Can Do This

10+ years of loT innovation with
200+ million connected devices

Purpose-built Al/ML services that
understand loT data

Global edge infrastructure for
distributed intelligence

The platform connecting GenAl to
the physical world at scale




The $1.3 Trillion loT

Market Meets Generative Al

$1.3 trillion by 2028 at
a CAGR of 10.1%

See Reference

Current Reality: Only 1% of loT data is ever
used

GenAl Breakthrough: Unlock insights from
99% of unused data

The Opportunity: Transform every connected
device into an intelligent agent

Business Impact: From cost centers to revenue
generators and innovation engines



https://www.businesswire.com/news/home/20230620731001/en/Worldwide-Spending-on-the-Internet-of-Things-is-Forecast-to-Surpass-$1-Trillion-in-2026-According-to-a-New-IDC-Spending-Guide

Connected Devices span all Industries

Smart Home & Connected Healthcare Security & Dashboard
Appliances & Lab Equipment Cameras

AGTECH Connected Retail
Vehicles Applications
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Energy Monitoring,
Water Management

Connected
Restaurant




A 1oT - Artificial Intelligence of Things

THE CONVERGENCE OF Al & IOT

s = o |

loT data is the bridge to
actionable, multi-modal,
artificial intelligence for
the real world

AWS Cloud
~—"

AWS loT

Amazon Q
Business

Amazon
Bedrock

Amazon
SageMaker




Benefits of Al with loT data
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Multimodal
data fusion

Adaptive
anomaly
detection

Q
o o

IETRED] Multifaceted
alerts and root cause
insights analysis

o

Dynamic

query
handling

0
©

Real-Time
accurate

customer
support




loT — Al Use Cases

Enhance customer
experience

i3 Eo

© Chatbots &
Virtual assistants

Boost employee
productivity

@ Conversational search

@ Content Localization
@ Agent Assist

@ Text, image,
@ Contact Center video generation
Analytics

© Text summarization
@ Personalization

@ Code generation

aws
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Improve business
operations

il

@ Document processing
@ Content moderation

@ Synthetic data creation

© Maintenance assistance

© Anomaly detection

Creativity

01

&

@ Image generation
for web pages

@ Video enhancement
@ Music creation
@ Image enhancement

@ Creating animations




Al Terminology

Clarification
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Understanding Al in 1oT: GenAl, Al, and Agentic Al

Three Types .l
of Alin loT

Context: Traditional Al/ML:

Pattern recognition

and predictive analytics
Anomaly detection and
classification
Optimization algorithms
and forecasting
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Generative Al (GenAl):

Natural language
interfaces for loT systems
Automated
documentation and
troubleshooting guides
Synthetic data
generation for model
training

Conversational device
interaction

Agentic Al:

Autonomous decision-
making and action-
taking

Multi-step reasoning and
planning
Self-coordinating system
behaviors

Goal-oriented
autonomous operations




The Symbiotic Relationship
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loT + GenAl:
A Symbiotic Relationship That Changes Everything

Real-World Grounding: Al learns from actual
physics, not just text

Continuous Training: 24/7 data streams
create ever-improving models

Context Awareness: Al understands
environment, not just isolated data points
Outcome Validation: Al sees the results of
its recommendations in real-time

)
The Multiplier
Effect

1+1=10:
The combination creates exponentially

=

(X

loT Makes GenAl
Smarter

more value than either alone
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%

GenAl Makes loT
Valuable

<)

Emergent Intelligence:
New capabilities that neither technology
could achieve independently

Natural Interfaces: Talk to your devices and
systems in plain language

Intelligent Automation: Systems that reason
and adapt, not just follow rules

Predictive Insights: Anticipate problems
before they happen

Self-Optimization: Systems that
continuously improve themselves

<)

Accelerating Returns:
Each improvement in one technology
amplifies the other




The Future:
Agentic Al and
Physical Al in loT

g,

Beyond Today's Al -
What's Coming: o

26, Amazon Web Se

AWS loT and

generative Al :

Integration
patterns

AN
<

Agentic Al Systems:

Multi-step autonomous
decision making across device
fleets

Self-coordinating equipment
that communicates and
collaborates

Continuous learning from
physical world interactions

Human-Al partnership in
complex operations

Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark

Automated loT data Generative Al at the
Interactive chatbots analysis and reporting loT edge

il 3

Physical Al Integration:

T

loT synthetic data
generation

loT low code assistant

==

Industry Examples:

Smart factories with self-
organizing production lines
Construction sites with
coordinating autonomous
equipment

Healthcare facilities with
predictive patient care systems

Al models that understand .
real-world physics and

constraints

Embodied intelligence in

robotics and automation

Digital twins with predictive

physical modeling

Autonomous systems that

adapt to changing
environments

Transportation networks with
fleet-wide optimization

https://aws.amazon.com/blogs/iot/emerging-architecture-patterns-for-integrating-iot-and-

generative-ai-on-aws/




loT — Al
Developer Patterns

(‘II’)

MCP for loT

@ Universal bridge
between Al assistants
and loT devices

MCP Serial Server MCP MQTT Server MCP MODBUS Server MCP HTTP Server MCP CanBus Server
® Protocol-focused
approach vs. custom l l
device integrations

® Enables natural T L. ' —a —
language control of I = Bt : - >~
industrial equipment N |- = 0ol [eoo
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loT — Al Real World Applications

aws
N

Process Store

Compute Storage

Real World Applications

® (=}

.s»ﬁ P

Stay one step Smart A ! i Remotely Unlock your
ahead of [ /@ |nteractions ! ] A manage your | farms insights
equipment’s with your car home =\ for better crops
maintenance 5
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AWS for loT stack

Edge & device OT & asset Vertical loT

infrastructure management accelerators applications
Device connectivity Digital twin Smart building Fleet management
Edge compute Asset management Smart home Energy management

Historian modernization Connected vehicle
Quality inspection

See the full list of use cases: https://aws.amazon.com/solutions

>) Device & Design >) Connect & Manage > Industry

o0
ORGP FreeRTOS
. AWS loT ExpressLink Amazon Kinesis

Purpose-Bmlt AWS loT Device Management Video Streams
AWS loT AWS loT Greengrass
Services AWS loT Device SDK

AWS loT Device Client

AWS loT Device Tester

AWS IloT Device Advisor

AWS loT Core AWS loT TwinMaker
AWS loT SiteWise

AWS loT Device Defender

@ Machine learning %%, Analytics ?  Containers €3 Storage Networking

Management Security

AWS Cloud Artificial intelligence °%° Compute o o Database

Services
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https://aws.amazon.com/solutions/
https://aws.amazon.com/solutions/

Distributed Al Architecture
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Al Distributed Architecture: Intelligence Everywhere

Complete Distributed Intelligence
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Al on
Devices

Al on
Gateways

Al in Cloud

Data Flow
with SiteWise

Real-Time Operating System
(RTOS) integration

Neural Processing Units (NPU) for
local inference

AWS loT Greengrass for edge Al
deployment

Multi-device coordination and
optimization

Centralized model training and
updates
Cross-fleet analytics and insights

Structured ingestion from all
levels

Unified data models across edge
and cloud

Immediate response to critical
conditions
Offline operation capabilities

Local data processing
and filtering
Edge-to-cloud orchestration

Global optimization algorithms
Regulatory compliance and
governance

Real-time and historical analytics
Secure bidirectional
communication




loT — Al Industry Plays
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loT — Al Industry Play Smart M
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Smart Industrial Product

oR @ oR

MQTT Cilent AWS loT Device ~ AWS IoT G
SOK

achines

Fleet Connectivity
Telometry data
OTAupdates

Status &
Commands

Fleet Management & Security

Y
Edge Gateway

AWS loT Greengrass

Customer Third-Party Systems.

=
CAMS aronarce TS

Telemetry data

T
(trom loT Core)

loT SiteWise Action|

l

Knowledge Documentation

Knowledge Documentation

4% zendesk

X
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Artificial Intelligence
& Machine Learning (AVML)

Amazon Bedrock
Knowiedge Bases

Other IoT Data Historian

r
Front-end Application and AP!

r

Contact Center

 Amazon Connect

Check out the

Smart Machines
for Generative Al

Blog



https://aws.amazon.com/blogs/industries/maximizing-the-value-of-smart-machines-with-generative-ai-and-iot/
https://aws.amazon.com/blogs/industries/maximizing-the-value-of-smart-machines-with-generative-ai-and-iot/
https://aws.amazon.com/blogs/industries/maximizing-the-value-of-smart-machines-with-generative-ai-and-iot/
https://aws.amazon.com/blogs/industries/maximizing-the-value-of-smart-machines-with-generative-ai-and-iot/

Al-driven Automated data analysis and alerti

AWS Cloud

Interactive data analytics and reporting ---

loT devices Sféﬁéit?gﬁa %% Amazon N /DV Amazon @ Amazon Q % ég%

Timestream QuickSight Quicksight
Powered by AWS loT

or 3d-party software REpor,t
generation

End user

N Automated responses at scale
() 0

- 5 [m] AWS loT Event N Amazon =10

rule orchestrator SES

Smart Home protocol s
translator Y\

Automatically sends
services

contextualized alerts
Edge agent(s)

AWS loT -

Greengrass |7 Ty Industry-specific Amazon
- > data connectors Bedrock

Edge

applications

Knowledge R —— Amazon
. L > Amazon g base for < OpenSearch
Business S3 Amazon Bedrock
) ) data Vector DB
Data filtering — Data lake
and processing

at edge

--- Consolidated knowledge base

ENTERPRISE-GRADE SECURITY AND PRIVACY
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mart Transportation, Connected Mobility slide

Connected vehicle data ingestion

Connected vehicles

AWS Lambda AWS loT AWS loT
device agent  Greengrass  Greengrass

core

S (e

Authentication ~ Device gateway

R R

AWS loT
Greengrass
core

AWS IoT Core -=--

Rules engine

Telemetry

data
BN
Rule 2 f -

Amazon S3

Amazon Kinesis Raw data
Data Firehose

Aggregated telemetry data (JSON) - Rule 1

Telemetry and DTCs (JSON)—Rule 2

Telemetry data MQTT (near-real-time)

Amazon Kinesis
Data Analytics

Anomaly detection & alerting

-
% 0

Amazon Kinesis AWS  Amazon DynamoDB
Data Stream Lambda Anomaly table

Anomalous Data

Data visualization

Personas

(2

Manufacturers Dealers Consumers

Search

Lifecycle

E& < ()

Amazon CognitgAMazon API

i
@ e
Amazon S3 I&
OTA images
AWS Lambda

CDF functions
S N

AWS

Provisioning
templates

Gateway AWS loT

T
Amazon 3 Device
Management

Rggregated
lemetry data

Rule 3 w.
uie Lambda

N\

Trip aggregation processing

Il

Amazon DynamoDB
Trip aggregation table

Aggregated telemetry data
[ignition status ]

Geolocation data

Amazon
Elasticsearch Service

Notifications

Amazon DynamoDB
Safety score

AWS Lambda _Amazon
Events DynamoDB Eventalerts

processor alerts

AWS Lambda Amazon SNS

JSON

Rule 5

AN

TCU Assembly Vehicle
manufacture

User registration

aws

A

Asset library

S

Amazon Neptune asset
library

Asset information

management

Location-based services

AWS Amazon DynamoDB
Lambda Services Table

g\l

Mobile app

Amazon Cognito
User pool

Amazon API
Gateway

v

N

AWS Lambda

Microservices
Amazon

CloudWatch

onsole

Amazon Cognito
User pool
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loT — Al Industry Play Smart Transportation

COLLECT AND LOG DRIVER BEHAVIOR &
INCIDENTS FROM FLEET VEHICLES IN REAL TIME

A".“.’S Step Functions workflow

LLLL

r :
‘ ] Unlabelled LabeRaa
j L : Videos to Frames Driver Images Prompt Bedrock  priver images

Accelerometer H » >m—0

Driver Dashcam

Videos Amazon S3 Amazon S3

— - i

Kinesis Video Streamer |
| Amazon Kinesis Amazon Kinesis ~ Amazon S3 .
loT Greengrass Component ' ) ) Frame Analysis
Video Stream Firehose

Amazon Amazon

NETTTN h
SQS Bedrock
T h

Driver
Dashboard Camera
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loT — Al Industry Play Smart Transportation

TRAIN, QUANTIZE AND DEPLOY MODELS
ON THE EDGE FOR REAL TIME BEHAVIOR DETECTION

Amazon SageMaker Pipelines Workflow

| ResNet50
Kinesis Video i Model

TITTT

Driver Dashboard Streamer
Camera i

Train

: } S — — — e —

Model Running Amazon S3 SageMaker SageMaker SageMaker SageMaker Amazon S3 AWS loT
On Edge ! Training Job Processing Job Neo Model Registry

grass
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Implementation Approach
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Your Path to IoT + Al Success

Three Implementation Paths

Path 1

GenAl Enhancement
(3-6 months)

Add GenAl capabilities to » Autonomous decision- * Full Smart Machines
existing loT systems making and coordination architecture implementation

Natural language interfaces » Self-optimizing systems and * New business models and
and automated insights processes service offerings

Expected ROI: 200-300% » Expected ROI: 400-600% » Expected ROI: 600-1000%
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Getting Started
with A- loT

AWS loT Code Samples:

o (]
GenAl at edge AWS loT Code
examples on AWS docs

(]
AWS loT code
examples on GitHub

Workshops
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https://workshops.aws/card/Iot
https://workshops.aws/card/Iot
https://github.com/aws-samples/genai-at-edge
https://docs.aws.amazon.com/code-library/latest/ug/iot_code_examples.html
https://docs.aws.amazon.com/code-library/latest/ug/iot_code_examples.html
https://github.com/aws-samples/aws-iot-examples
https://github.com/aws-samples/aws-iot-examples

Bradley
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Bradley Wyman

Solutions Architect, Aerospace & Satellite
Amazon Web Services
wymanbm@amazon.com

wymanbm@
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