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Space Economy Scenario

The Space Sector in complementarity-alternative to the 
Terrestrial one, is in great expansion dual-use Civ/Mil thanks to 
the constant increase in reliability, capacity, performance, 
components-systems miniaturisation, global coverage of LEO 
MEO constellations, decreasing cost of technologies and 
services

SatCom (GEO-LEO), SatEO (LEO), SatNav (GEO-MEO), benefit 
from the experience gained on Terrestrial for Software-Defined, 
Virtualisation, Cloudization, Edge, Hyperscaling, AI/ML, 
Digital Twin, As-a-Service, 5G Slicing 

Global development trends currently focused on Multi-Orbit, 
Multi-Band, In-Flight Flexible Payloads, RF/IF over IP, RF MW to 
Laser for ISL, 5G NTN (Sat D2D)
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World over 400 BUSD

SatCom 85,66 BUSD 2023 
GEO - LEO / CAGR 9,4 %, 

forecast period 2022-2032

Includes SatIoT 1 BUSD / CAGR 20 %

SatEO 8,8 BUSD 2023
LEO / CAGR 6,92 %, 
forecast period 2024-2032

Includes weather satellites MEO

SatNav 216,95 BUSD 2023
GEO - MEO / CAGR 9,5 %, 

forecast period 2024-2030

GNSS Core systems GPS (USA), GLONASS (RUS), 
Beidou (CHN), Galileo (EU)

Space Economy Market

Estimates and extrapolations from analysts' data differing from each other

Space Access 100 BUSD 
Launchers
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There are currently more than 10,019 active 
satellites, two-thirds of which belong to the 
SpaceX constellation. 
Most of the active satellites are LEO (9,254)

The present greatest activity in space is not 
from putting satellites into orbit, orbital shifts, 
payload reconfigurations, etc., but from spy 
satellites spying on other spy satellites (!)



Examples of evolutionary impact in Space/Ground Segment
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• Micro/Nano/Pico Satellite Production

• Multi-Orbit GEO, MEO, LEO

• Networks architectures evolutions of LEO Constellations
Space-Time dynamic routing, Collaborative-Autonomous 
formation flying (Rendezvous & Docking, Swarms, 

Formation Flying such as Trailing, Cluster, Leader-follower,..)

• In-Flight Flexible Payload for Missions
reconfiguration-updating
Electronically Splittable, Shapeable, Steerable 

• Capex Opex reduction and Services expansion thanks to 

technological evolution, miniaturization, performance, 

reliability, convergence, interoperability

AI/ML, RF Digitization, SD Software-Defined (i.e. radio, modem), 

Cloudization, Virtualization, Edge, GSaaS,..

• Multi-Band Multi-Orbit Ground Segment Antennas 

for SatEO and SatCom (i.e. S, X, K/Ka - Ka/Q/V Bands)
Frequency / Band expansion for increased Com throughput (HTS / 

VHTS), or Earth Observation image data via complex MW circuit 

techniques for the antenna feeder and autotracking, with Gbps 

receivers/demodulators



B2B SatEO

• Quality, accessibility, 

affordability of satellite 

data 

• Continuous evolution of 

Passive/Active Payload 

Remote Sensing, with 
spectral-spatial-temporal-

radiometric resolutions 

increasingly higher 

• Increasing capacity of 
Data Capture-Acquisition, 

Cloudization, VAS, 

Analytics/Insight/SW 
as a Service (Downstream 

Space Economy)

Examples of evolutionary impact in User Segment
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B2B/C SatCom
• Internet via Satellite using ESPAA 

Electronically Steered Phased Array 
Antennas Terminals, Fixed/On-The-Move 

over LEO, download of 200 - 400 Mbps



SatIoT - Hybrid Sat/Ter IoT

According IoT Analytics, IoT Cybersecurity focused since time on the six principles across the stack

Secure Device (HW / SW) Secure Communications Secure Cloud 

1) Device Intelligence 3) Device Initiated Connections 5) Identification, Authentication, Encryption

2) Edge Processing 4) Messaging Control

Secure Lifecycle Management

6) Remote Control and Updates of Devices   

gNodeBAgriculture

Maritime

Oil & Gas 

Mining

Energy and Utilities 

Construction

Military and Defense
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The Cybersecurity is no longer considered a technological cost 
but a business investment, due to serious incidents with economic 
- financial - competitive - operational - reputational losses

The damages suffered reached a worldwide cost of 
8 TUSD, the Cybersec market has surpassed 200 BUSD

Continuously expanding attack surface across 
Networks, Cloud, Edge, Data Centers, Public/Private 
Offices, Fixed and Mobile Endpoints, IoT 

Third-Party integration and mobility outside the corporate 
protection perimeter (roaming users - remote/smart working), 
have greatly extended the area of ​​exposure for data breach, 
privacy and Malware threats such as Viruses, Worms, Trojans, 
Bots, Ransomware, Backdoors, Spyware, Adware

Cyberspace security issues are becoming (are) serious

Cybersecurity
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• Traditional defense measures (Firewalls, IDPS Intrusion Detection/Prevention Systems, RASP 
Runtime Application Self Protection, Antivirus, AppSec, etc.), are in a situation of passive 
vulnerability and are no longer sufficient to counter new types of attacks with an increasingly 
high degree of coordination and intelligence

• Need for defense strategies-tactics of Dynamic Multilayer Cybersecurity 
for Network-Web/Cloud-Endpoint, with Prediction-Prevention-Detection-Response 
instead of Mitigation, allowing automatic updates and reconfigurations 
on flexible Zero-Trust models for Zero-Day vulnerabilities 

• Profiling of strategies and technologies according to 
sectoral segmentations in terms of organisation, 
processes, production, Supply Chain, vulnerability surface...... 

NextGen Cybersecurity



Rule number one: AI/ML-based Cybersecurity

• AI-based Cybersecurity with ML Machine Learning capabilities 
is the most powerful tool currently available, although human 
interaction is essential and irreplaceable in the security field

• ML uses existing behavioral models to generate 
decision-making processes based on previous data 
and conclusions, and is currently the most relevant 
Cybersecurity discipline

• The new generation of Cybersecurity based on 
AI/ML - NLP, contemplates dynamic automatic 
self-learning techniques on behavioral analyses, traffic, 
databases, without reference to signatures, IP addresses, DNS, 
etc. (from Signature-based detection to Rule/Scoring-based 
anomaly detection, including Contextual ML to optimize 
the Balanced Accuracy i.e. false negative/positive)
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Rule number one (bis): Next Generation Firewall for Network and 

Web/Cloud Security - API Protection

• WAF Web Application Firewalls are key elements of the infrastructure 
Cybersecurity for any Web Application or Service, protecting against 
malicious HTTP traffic and attacks such as SQLi SQL Injection, XSS Cross-Site 
Scripting, CSRF Cross-Site Request Forgery (i.e. Log4j, Spring4Shell, 
Text4Shell,..)

• WAFs operate with configurations, patches and rules that involve continuous 
maintenance of updates for new threats and attack techniques

• Conventional WAFs do not protect, mitigate or block Zero-Day vulnerability 
attacks, as they should be continuously 
configured to detect and block dangerous 
traffic, and can be bypassed by manipulating 
the string and character payload

• WebApp/Services and APIs are 
replacing traditional applications with 
an urgent need to integrate advanced 
WAF to strengthen security strategies 
(iWAF, NGWAF) Next-Gen WAF)
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Cybersecurity Prediction - Prevention - Detection - Response

All organisational, procedural and 
technological models are being 
reviewed due to the increasing 
sophistication of perimeter and 
surface attacks, focusing 
on 2 phases

1) Understand and evaluate with 
Prediction - Prevention

• First of all, to understand what 
vulnerability situation the company 
is in

• Auditing, Risk Assessments, 
Penetration Tests, Vulnerability 
Scanning, Ethical Hacking, OSINT-
based Tools on Network and Data 
Protection Processes/Privacy 
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2) Acting with Detection - Response

• From the results of Prediction -

Prevention, implement-replace-

upgrade the Cybersecurity 

Detection - Response of Network-

Cloud/Web-Endpoint, avoiding 

expensive HW-SW/OnPrem-Cloud 

Systems, which are useless if not 

evolved and not profiled on the 

exposure of the own 

vulnerabilities

• No Cybersec brand can guarantee 

100 % protection only achievable 

with Dynamic Multilayer solution 

bouquets



EXAMPLES OF RISKS-THREATS WITH CYBERSECURITY NEEDS

CNE Computer Network Exploitation - DoS by Network/Cloud Infrastructure failure - Data Corruption/Modification -

Supply Chain Attack - Malware Injection in Terminals, Gateways, Sensors - Social Engineering - HW Backdoor

DoS (SDR Software-Defined Radio and DSP SW corruption with possible buffer overflow risks) - HW Backdoor -

Malware Injection - Privilege Escalation - Hijacking - Sensors Manipulation

Space Economy, examples of vulnerable areas
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RF/Optical/Comm

3 Jamming (SatCom, SatEO, SatNav) from Signal/Command Injection - Eavesdropping - Satellite Hijacking –

Spoofing (SatNav GNSS) - Metadata Analysis - Replay Attacks

Physical and Kinetic Vulnerabilities

Physical Attack of Ground/Space Segments, Orbital Impact, Space Debris on Space Segment (Large Constellations i.e. SpaceX)

Cyber attack refers to unauthorised non-kinetic or non-physical attacks involving ICT 

infrastructures and/or devices. RF/Optical and Physical-Kinetic vulnerabilities in any case 
involve Cybersecurity impacting on Business Continuity - Data Recovery

RF/Optical and Physical-Kinetic vulnerabilities

13Ref: https://navisp.esa.int/project/details/164/show

https://navisp.esa.int/project/details/164/show


Space criticality notes

14

• Most medium to large satellites are equipped with security measures against attacks, and 
gaining control of Onboard-Payload systems, exploit SW vulnerabilities, changing their 
orbit, hacking TT&C channels, requires considerable skills, knowledge, tools-systems

• The greatest vulnerabilities are currently concentrated in the Ground-Terrestrial Segment, 
Supply Chain of the Ground/Space Segment, User Segment
Before the invasion of Ukraine, the Russian attack on the ViaSat infrastructure (subsequently 

partially re-established by Starlink SpaceX) was made on satellite modems-routers

• Miniaturization and Smartization of Nanosatellites
Families of nanosatellites like CubeSats with low construction/launch costs, have no space/budget 

for Cybersecurity components; Onboard processing in AI-controlled constellations or swarms has 

increased the vulnerability surface for attacks

• Existing unmodifiable HW and non-patchable SW
Unavoidable bugs in millions of lines of SW code require continuous 

patches difficult to execute in orbiting satellites, and system updates 

are generally avoided since a failed update could crash the satellite

• The Supply Chain is considered particularly critical 
The attack surface of a long, distributed and heterogeneous 

Supply Chain has a higher probability of errors and vulnerabilities 

(e.g. IoT), and plug-and-play integrated COTS (Commercial-Off-The-Shelf) 

components represent a weakness for strong or consistent 

security throughout the system



Main Risks-Threats of Segments and Supply Chains
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ICARUS Matrix*

16*Report: “Outer Space Cyberattacks: Generating Novel Scenarios to Avoid Surprise”



Main Reactions
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NIS2 Directive

Proliferation of micro-nanosatellites, large constellations, smartization of 

Supply Chains, quantity and sophistication of cyber attacks, is pointing towards 
a military-style control philosophy, to prevent anyone from putting a satellite 

into orbit without the appropriate quality checks with the risk of 

compromising other satellite networks 

National, European and international regulations dominated by the NIS2 
Directive monitored by ENISA, which imply compliance with these regulations 

by large, medium-sized, critical-strategic companies in the Space Sector, non-

compliance with which carries heavy administrative or criminal penalties

Management and Awareness, Reporting to Authorities 

(Reporting & Collaboration), Risk and Incident 

Management (Company and Supply Chain 

Security), Business Continuity

Applied to companies with more than 50 

employees with a turnover/budget 

of more than 10 Me, but also to smaller 

companies in a member state if they 

provide essential and crucial services 

or are part of critical-strategic Supply Chain
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Thank you!

All contents are extrapolated from Market-Business 

Analysis/Intelligence performed by Gordionet and/or from 

Gordionet's direct involvement in Space Sector/Economy 

projects. The contents are not confidential and are not 

covered by NDAs
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